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CompTIA Security+ SY0-601 (2022)

Module 1 - Introduction to Security

1.1 Introduction to Security

Module 2 - Malware and Social Engineering Attacks

2.1 Malware and Social Engineering Attacks

Module 3 - Basic Cryptography

3.1 Basic Cryptography

Module 4 - Advanced Cryptography and PKI

4.1 Advanced Cryptography and PKI

Module 5 - Networking and Server Attacks

5.1 Networking and Server Attacks

Module 6 - Network Security Devices, Designs and Technology

6.1 Network Security Devices, Designs and Technology

Module 7 - Administering a Secure Network

7.1 Administering a Secure Network

Module 8 - Wireless Network Security

8.1 Wireless Network Security

Module 9 - Client and Application Security

9.1 Client and Application Security

Module 10 - Mobile and Embedded Device Security

10.1 Mobile and Embedded Device Security



Module 11 - Authentication and Account Management

11.1 Authentication and Account Management

Module 12 - Access Management

12.1 Access Management

Module 13 - Vulnerability Assessment and Data Security

13.1 Vulnerability Assessment and Data Security

Module 14 - Business Continuity

14.1 Business Continuity

Module 15 - Risk Mitigation

15.1 Risk Mitigation

Module 16 - Security Plus Summary and Review

16.1 - Security Plus Summary and Review

Module 17 - Hands-On Training

17.1 Hands-On Scanning Part 1
17.2 Hands-On Scanning Part 2
17.3 Hands-On Advanced Scanning
17.4 Hands-On MetaSploit
17.5 Hands-On BurpSuite
17.6 Hands-On Exploitation Tools Part 1
17.7 Hands-On Exploitation Tools Part 2
17.8 Hands-On Invisibility Tools
17.9 Hands-On Connect to Tor


